DenepanbHOE FOCYAAPCTBEHHOE OI0PKETHOE 00pa30BaTEIbHOE YUPEXKICHUE
BBICIIETO 00Pa30BaHMs
«HoBocuOupckuii rocy1apCTBEHHBIA TEXHUYECKHI YHUBEPCUTET

Kadenpa reopernueckoii u nmpukiagHoi HHPOPMATHKU

IMacnopr 3x3amMeHa
no qucuuiuinHe «CereBble HHPOPMALMOHHBIE TEXHOIOTHUIY, 1 ceMecTp

1. Mertoanka oeHKH

DK3aMeH TPOBOIUTCS B (DOPME TECTUPOBAHHMS C HCIIOJIb30BaHUEM CPE/Ibl DJICKTPOHHOTO 00Y4CHHS
Moodle (http://moodle.ami.nstu.ru). TecToBbie 3amaHKs OXBAaTHIBAIOT BCE COJCPKAHUE JUCIUTLTHHBI

«CereBble MH(POPMAITMOHHBIC TEXHOJIOTHU» W IO3BOJISIFOT MPOBEPUTH YPOBEHb CHOPMHPOBAHHOCTH
KOMIICTECHIIMI U COOTHECEHHBIX ¢ HUMH WHIWKATOPOB, 3aKPEIUICHHBIX 32 MTUCHHILTHHON. K sK3aMeny
JOMYCKAIOTCS CTYICHTBI, 3aIIUTUBIINE BCE MPAKTHYCCKUE 3aJaHHS.

Tect conepxut 40 Bonpocos, u3 KoTopsix 20 BONPOCOB BHIOMPAIOTCS U3 Kateropuu «VToroBbrii
tecT™» 1 20 BOPOCOB, BEIOUPAEMBIX CITydaliHBIM 00pa30M M3 TECTOBBIX 33JJaHHH, UCIIOIB3YEMBIX JIJIS
3aIUTHI TPAKTHYECKUX PA0OT. BONMpOCH TECTa BKIIFOYAIOT BCE TEMBI, U3y9aeMbIC B JICKIIMOHHOM Kypce
Y Ha MPAKTUYCCKUX 3aHATHSIX, BpeMs BbinosHeHUs Tecta — 40 MuHyT. Bee BOpOChI TecTa U OTBETHI Ha
KQKIBIA BOTIPOC BBIBOASTCS B clIydaifHOM mopsike. O01Iee. KOJIMYeCTBO BOIIPOCOB BO BCEX
kareropusx — 120.

Ha moaroroBky k sk3aMeHy OTBOAMTCS 14 4acoB caMOCTOSTEILHON PaOOTHI.

2. YPOBHI/I OCBOEHHUS KOMIIETeHIUH 1 KPUTECPHUHA OLICHKHU

BeimosiHeHUe TecTa 3aCUMTHIBACTCS HA MPOABUHYTOM YPOBHE, €CIIU CTYJICHT PABUIILHO OTBETHII
Ha BCE BOMPOCHI TECTa, 3HAET OMNpEICICHHsS BCEX IOHATHHA, MPOAEMOHCTPUPOBAI CIIOCOOHOCTD
0€301MO0YHO YCTAaHABIIMBATh TIOCIIE0BATEILHOCTh U COOTBETCTBHE MEXIY TPOIIECCAMHU U SIBIICHHSIMH,
BBISIBIIATH MPOOJIEMBI, MpEyiaraTh MEXaHHW3Mbl WX PEIICHHUS, MPEJCTaBIsIET KOJUYECTBEHHBIC |
Ka4eCTBECHHBIC XapPaKTEPHCTHUKHU OINPEICIICHHBIX MPOIeccOB. KOMIETEHIIMM U COOTHECEHHBIC ¢ HHUMHU
HH/INKATOPBI, 3aKPETJICHHBIC 3a TUCIUILTHHOMN, COPMHUPOBAHBI B TOJHOM 00beme. OlieHKa COCTABISCT
om 36 0o 40 6annos.

BelmonHeHne TecTa 3aCUUTHIBACTCS HA 0230BOM YPOBHE, €CITH CTY/ICHT MPABHIILHO OTBETHII Ha %3
BONPOCOB TECTa, 3HAET OINPEJACICHUS OCHOBHBIX TOHATHH, MPOJEMOHCTPUPOBAI CIIOCOOHOCTD
YCTaHABJIMBATh TOCIIE0BATEILHOCTh M COOTBETCTBHE MEXIY IPOIECCAaMH U SBJICHUSAMH, MPABUIBHO
XapaKTepu3yeT TPOILECChl, sBIcHHUsI. KOMIIETCHIIMM H COOTHECCHHbIE C HUMH HWHIMKATOPBI,
3aKperUICHHbBIE 3a JUCIUIUIMHON, COJICPKAT HECYIIIECTBEHHbBIE MPOOENTbl  ChOpMUPOBAHBI HA OA30BOM
ypoBHe. Ouenka coctasinset om 30 do 35 6annos.

BelmonHeHNE TeCTa 3aCYUTHIBACTCS Ha MOPOTOBOM YPOBHE, €CJIH CTYACHT MPABUILHO OTBETHII OT
Y 10 % BOMPOCOB TeCTa, 3HAET ONPEACICHHUS OCHOBHBIX MOHSITHH, MPOJAEMOHCTPUPOBAI CIIOCOOHOCTD
yCTaHABJIMBATh MTOCJIEI0BATEILHOCTh M COOTBETCTBUE MEXK/Ty TPOIIECCAaMH M BJICHUAMHU. KoMIeTeHIiu
U COOTHECCHHBIC C HHMH WHIUKATOPBI, 3aKpEIUICHHBIC 3a JUCIHUILUIUHON, COJepXaT MpoOesbl U
chopMUPOBaHEI Ha MOPOTOBOM ypoBHE. OrieHka coctaisieT om 20 do 29 bannos.

BeInosiHeHNHE TeCcTa CUMTACTCS HEYAOBJETBOPUTENbLHBIM, CCIH CTYACHT MPABHUIBHO OTBETHII
MEHEe YeM Ha TOJIOBHHY BOIPOCOB TECTa, HE 3HACT ONpEACICHUI MOHIATHH, HE MPOJSCMOHCTPHPOBAI
CIIOCOOHOCTh YCTAHABIIUBATh MOCIICAOBATEIBHOCTh M COOTBETCTBUE MEXK]TY MPOLIECCAMHU U SIBIICHHUSIMHU.
KommereHii W COOTHECCHHBIC C HHMH HWHAMKATOPBI, 3aKpEIUICHHBIC 3a JUCIUIUIMHON, HE
chopmupoBanbl. OtieHka coctaBisieT menee20 6annos.


http://moodle.ami.nstu.ru/

3. IIkauaa oueHkun

DK3aMeH CUMTAETCs CAAHHBIM, €CIIM CyMMa 0aJlIoB MO BCEM 3aJIlaHUSM TecTa cocTaBisieT oT 20 110
40 6ato BkitounteabHO. Cymma MeHee 20 6ayioB MprU3HAETCS HEYIOBIECTBOPUTEIBHBIM PE3YJIBTATOM
MIPOMEXKYTOUYHOM aTTECTAllMU MO IUCLIUILIUHE.

B o0mieii olieHKke MO AUCHUIUIMHE AK3aMEHAIMOHHbIE OAJlTbl YYUTHIBAIOTCS B COOTBETCTBHUHU C
MpaBWJIaMU OAJTHHO-PEUTUHIOBOM CHCTEMBI, ycTaHoBIeHHbIMU B HI'TY.

4. TlpumepHBbI TeCT JJIsl IK3aMeHa

Yr1Bepxaaro:
3aB. kadenpoit TIIM _Yybuu B. M. DPUO
« » 20 1.

Tect

10 JUCLHMIIIIMHE «CeteBBIC I/IH(l)OpMaHI/IOHHBIe TCXHOJ'IOFI/II/I))]'

a) yacth 1. Kateropus «AToroBblii TecT»

Bonpoc 01
YKaXuTe 04epeTHOCTh ITANIOB IPOCMOTPA TaOIHUIIBI MAPIIPYTH3AIMHI IPU MIOKUCKE MapIIpyTa:

e qouck KoHkpeTHoro IP-aagpeca nonyuarens Otset 1

® JIOUCK aJpeca CCTHU Ha3HAYCHUA OtBer 2‘

® TIOMCK MapuIpyTa o yMOJIYaHHIO

® JIOUCK aJpeca CCTH OTIIPABUTCIIA OtBer 4‘

e
-]
| ]
Otser 3
]
| -]
e qouck KoHkpeTtHoro IP-agpeca ornpasurenss Otet 5

Bonpoc 02
YKaXuTe MAKCUMAJILHOE YHCIIO Y3JI0B CETH C 3aIaHHBIM 3HAYCHHEM MACKH:

e 255.255.255.0 Ortser 1

e 255.255.,255.128 OtBer 2

il

e 255.255.255.192 Ortser 3

.

e 255.255.255.224 Otser 4
Bonpoc 03
CKOJBKO CeTel TOAKIIIOYCHO K MapIIPyTH3aTOPY, UMCIOIIEMY CIICAYIOIIYIO TaOIUIy MapIpyTH3AIIH ?
Cetesoi agpec Macka Appec wmoza Wurepdeiic MeTpuka
127.0.0.0 255.0.0.0 127.0.01 127.0.01 1
0.0.0.0 0.0.0.0 198.21.17.7 198.21.17.5 1
12913.0.0 255.255.0.0 198.21.17.6 19821175 2
198.21.17.0 255 255 255 0 198.21.17.5 198.21.17.5 1
198.21.175 255.255 255 255 127.0.0.1 127.0.0.1 1
198.21.17 255 255 255 255 255 198.21.17.5 19821175 1
21334120 2552552550 21334123 213.34123 1
21334123 255 255 255 265 127.0.01 127.0.01 1
255.255 255 255 255.255 255 255 198.21.17.6 198.21.17.6 1

t“'3
c

2
t“'4

1 HpaBI/IJ'II)HI)Ie OTBETHI BBIJICJICHBI JKUPHBIM IHpI/I(i)TOM



Bonpoc 04

Ha BeG-cepBep mocTynui 3ampoc, coJlepiKalinil ClIeyIoNIyIo CTPOKY:
GET / HTTP/1.1

Kaxkotii daiin OyzneT nepenan KiaueHTty ?

e | Jindexhtml

« | Jpublic_ntmi/index.html
e | /homefindex.html

« ' Jpublic_html

Bonpoc 05
VYkaXure OCHOBHBIC CBOMCTBA MPOTPAMMHO-KOH(PUTYPUPYEMO# CETH:

. paszzeneHye NpoLeccoB yNPaBICHHS U MPOJBIKEHUS TaHHBIX B CETEBBIX YCTPOMCTBaX;
o I LEHTPAJIN30BAHHOE YIIPABJICHUE CETHIO;
o I yJaJICHHOE YIpaBJIeHHE KOMMYTaTOpPaMH € IIOMOILbIO HHTepdeiica KOMaHHOH CTPOKHY;
. I JEeLEHTPAIN30BaHHOE YIIPABICHUE CETBIO;
. I ylaJIeHHOE KOH(HUTYPUPOBAHUE CETEBBIM aJMUHUCTPATOPOM;
o - 00beIMHEHUE NPOLIECCOB YIPABJICHUS U MPOABMIKCHUS JJAHHBIX B CETEBBIX YCTPOICTBAX;
Bonpoc 06
VYkakute 0COOEHHOCTH METOAA AOCTYIIa K CpeAie epeaadn JaHHbIX U1 TexHoaorun Ethernet:
. I y3el 00s13aH NpOCIyIIUBATh Pa3AeiieMyIo Cpey;
. I €CIIM B TeYEHHE BPEMEHH Iepeiadyn KaJpa He IPOU30IIIa KOJUTU3HUS, TO KaJp CUUTACTCS NepeIaHHbIM
YCIICTITHO;
. I y3€J MOJXKET IepesiaTh Kaap B pa3zesieMylo Cpely B IF000I MOMEHT BpEMEHH HE3aBUCHMO OT TOTO, 3aHSTa

cpeaa Win HET,

L4 |_ Y3€J1 OKUAACT MOATBEPIKACHU A IpHUEMa IMCPEAAHHOIO KaJgpa OT y3J1a Ha3HAUYCHUA B TCUCHHUEC HEKOTOPOT'O
BPEMCHH, a B CJIydac UCTCUCHHS OTOIr0 BpEMCHHU NOBTOPACT NIEpeaavy;

Bonpoc 07

VYkaxure Ha3HaUCHHE aJITOPUTMa MOKPBIBAIOIIETO JiepeBa .
o I JUTSL aBTOMAaTHYECKOTO TIOCTPOCHUS CBSA3HOM TOIOJIOTHH O€3 meTelb
o I JUTSL 3aIIUTHl KOMMYTaTOpa OT IIMPOKOBEIIATEILHOTO MITOPMA
o I JUTSL aBTOMAaTHYECKOT0 TIePeX0/1a Ha pe3epBHBIE CBSI3U ITPH OTKa3€ y3JIOB MIIM OCHOBHBIX JIMHUH CBSI3H
o I JUISL OpraHU3aluy BUPTYaJIbHOH JIOKAJIBHOH ceTr

Bonpoc 08

Kakas nmporpamMMa He HHHIMUpPYET OOMEH JaHHBIMU B TacCUBHOM pexume FTP ?
. © FTP-cepgep;
° C FTP-xinuenT;

Bonpoc 09

IP-maket mpoxoauT 5 MpOMEXXyTOYHBIX MapUIIPyTH3aTOPOB. CKOJIBKO pa3 BBIYHUCIISETCS €M0 KOHTPOJIbHAs cymma ?

fﬁ.

. ceMb
fﬁ

o IIATH
o

o ABa
c

o mIEeCTh
fﬁ

[ ] TpI/]

Bonpocl0

MOl"yT JI1 Ha OJTHOM KOMIIBIOTEPE OJHOBPEMCHHO pa60TaTB ABa MPUIJIOKEHHNA C OAMHAKOBBIMHU HOMEPAMHU TOPTOB ?



MOTYT, €CIIH MPHUIIOKECHUS HCITIONB3YIOT Pa3InIHbIC TPAHCIOPTHBIC IPOTOKOJIBI;
MOTYT, €CJIH PUI0KESHUS HAITMCAHBI HAa PAa3IMIHBIX A3BIKAX MPOTPAMMUPOBAHIS,

MOTYT, €CJIM IPUIIOKCHUA 3alTyIICHBI OT UMCHHN PA3JIMYHBIX HOHBSOBaTCJ’Ieﬁ;

IR I B B

. HE MOTYT;
. MOTYT, €CIH MPUI0KEHUS HCTIONIB3YIOT pa3InyHble KaHAIbHbIE IPOTOKOJIBI;
Bompoc 11
Kosumsus B cetn Ethernet - o710 ...
. ® B3aUMHOE UCKa)XECHHUE KaJPOB, OTIIPABICHHBIX MMOYTH OJHOBPEMEHHO HECKOIBKUMH y3JIaMH CETH
. O aBapHHHOE OTKIIOUYEHHUE OTHOTO U3 Y3JIOB CETH
. C MaccoBasi OTIPABKa IUPOKOBEIIATENbHBIX KaJPOB OJHIM U3 Y3JIOB CETH
. C MaccoBas OTIPABKa IUPOKOBEIIATENbHBIX KaIPpOB BCEMH y3JIaMU CETH
. O aBapHHHOE OTKIIOUCHHNE HECKOIBKHX y3JI0B CETH
Bompoc 12

Ha pucyHke npuBeieH pe3yabTaT KoMaHasl Ping amst y3ia yandex.ru. CKOIBKO MPOMEKYTOUHBIX y3JI0B mpouien [P-maket ?

O6MeH nakeTaMM ¢ yandex.ru [77.88.55.70] no 32 bawnT:

OTBeT OT 77.88.55.70: uucno BanT=32 BpeMa=48Mc TTL=57
OTBeT OoT 77.88.55.70: uucno BanT=32 BpeMa=47TMc TTL=57
OTBeT OoT 77.88.55.70: uucno BanTt=32 BpeMa=49Mc TTL=57
OTBeT OT 77.88.55.70: uucno BanT=32 BpeMa=4TMc TTL=57

.
e O 57
O 32
. T 6
] c 0 pe3ybTaTaM KOMaHIbI PiNg OTBET MOIYYUTh HEBO3ZMOXKHO
Bomnpoc 13
Kakas TexHOJOTHS peaan3oBaHa Ha OCHOBE CTeKa MpoTokoos 802.11
e U wiFi
e ' Wi-Max
« O Bluetooth
o ' Ethernet
« © FoDI
Bomnpoc 14

MO>KHO JI1 B OJTHOM CeaHCe MOJKIIOYUTHCS K IBYM ftp-cepBepam ?
C :
. MOJKHO BCET/Ia;

. © MOJKHO, eci ftp-cepBep moguepxuBaet GyHkmo FXP

~

. MOXHO, eci ftp-kiueHT noanepxuBaet GpyHkmo FXP
c
. HET, HeJb3s
Bomnpoc 15

CDI/IJ'ILTpaIII/IH Kaapa B KOMMYTATope - 9TO ...

c
. yAaJeHne KaJpoB U3 BXOAHOTO Oydepa, ecin aapec MmoydaTesst U aipec OTIPAaBUTEI HAXOAATCS B OJTHOM
CEerMeHTe CETH;

o
. yAaJeHne KaJpoB U3 BXOAHOTO Oydepa, ecu aapec MmorydaTess U aApec OTIPABUTEIST HAXOIATCS B Pa3HbBIX
CEerMeHTax CeTH;



. repenada KajJpoB u3 BXoAHOTo Oydepa B BeIxomHOM Oydep mopTa, MOAKITIOYSHHOTO K CETMEHTY CETH

MOJTYYaTes;
—
i v
. repenada KaJpoB u3 BXoAHOTo Oydepa B BeIXoaHOM Oydep mopra, MOIKIIOYCHHOTO K CETMEHTY CeTH
OTIIPABUTEIIS;
Bonpoc 16
Cxonbko UDP-coenunenuit ucnons3yet nporokona FTP ?
° I UDP-coenmHeHne HE UCIIONB3YETCS;
o I OJTHO;
A - JBa;
o I TpH;
o I YeTeIpe
Bomnpoc 17
ICMP-coobmenne 00 ommoOKe He OCHIIAeTCs, €CITH OIINOKa BO3HUKIIA IpH nepenade [P-makera, ...
o I Hecymero ICMP-coobmenue 06 ommbke
o I Hecymmero ICMP-3ampoc
. Hecymero TCP-cerment
o I yIaKOBaHHOTI'O B KaJIp ¢ mupokoBenareabHbiM MAC-anpecom
Bonpoc 18
VYkakuTe MaKCHMABHYIO [UIMHY MacKH IS CO3IaHUs CeTH (B OUTax):
-~
‘n
. 30
~
e = 32
~
o 24
~
e 16
~
e ' 8
Bonpoc 19
Komy anpecoBarno ICMP-coo0menue ?
—
‘I
. npoTokoury [P y3nma-oTmpaButens makeTa, BEI3BABIIETO OMIMOKY
—
‘I V3 [v)
. npoTokoury [P Omkaiimero MapmpyTu3aTopa, OT KOTOPOTO ITOCTYIIIII TAKeT, BBI3BABIIUI OMINOKY
—
‘n
. MIPOTOKOITY TPAHCIIOPTHOTO YPOBHS Y3J1a-OTIPABUTEIS TTAKETa, BBI3BABIIETO OIINOKY
—
‘n
. MIPOTOKOITY MPHUKIIATHOTO YPOBHS Y3J1a-OTIIPABUTEIIS IAKETA, BBI3BABIIETO OIIHOKY
Bomnpoc 20
Mosket 1 paboTaTh MapUIPyTHU3aTOP, HE UMes TAOJIUIBI MapIIPyTU3AIUH 7
o I MOJKET, €CJIH MapIIPYTH3AIHS BHIITOIHACTCS OT ICTOYHUKA
o I HE MOXET
o« I
MOJKET, €CIIH B MapIIpyTH3aTOPe 33JaH MapIIPYT 10 YMOTIAHHIO
o I MOJKET, €CIIH BBITIOTHSICTCS JJABUHHAS MapIIPyTU3AIIHS
Bomnpoc 21
Kakas agpecanus ucrons3yercs B MapmpyTu3aTope ?
. I KaXIbIil opT uMeeT codcTBeHHble MAC-anpec u [P-anpec
° I Mapipytuzatop umeeT oauH oot MAC-anpec u ogun o6mwuit IP-anpec
° I KaXJbli TOpT uMeeT Tojbko MAC-anpec
° I i
KaXJIBI OPT UMeeT Toabko [P-ampec
r

. Mmapupyruzatop He umeer MAC-anpecos u [P-anpecos

Bompoc 22



Vkaxure nonyuatens [P-nakera ¢ agpecom HazHauenus 193.85.27.255, ecnu macka cetu paBHa 255.255.255.192 7

. BC€ Y3JIBI CeTH ¢ aapecom 193.85.27.192

o b y3en ¢ agpecom 0.0.0.255 B cetu ¢ agpecom 193.85.27.192

. © y3ein ¢ anpecom 0.0.27.255 B cetn ¢ agpecom 193.85.0.0

. O y3ein ¢ anpecom 0.85.27.255 B cetn ¢ agpecom 193.0.0.0
Bompoc 23

Ckonbko ARP-TabnuI iMeeT MapipyTusarop ?

—~

e ' upcno ARP-tabnui paBHO YHCITy TOIKIFOYEHHBIX TOPTOB MapIIPyTH3aTOPa
-~
e ' wmapmpyrtuzaTop umeer ogay ARP-tabmumiy
~
e ' wmapmpyrtuzatop He uMeeT ARP-Tabmmm
Bompoc 24
Kakas nmporpamma HHUIIUHMpPYET OOMEH JaHHBIMH B aKTUBHOM pexxume FTP ?
o FTP-cepgep;
pu
e ' FTP-knwmenr;
Bompoc 25

Moxer 1 OAHOMY JOMCHHOMY MMCHH Y3Jida COOTBCTCTBOBATH HECCKOJILKO IP'a,Z[pe(}OB ?

OTtBeT

Bompoc 26
[Tycts IP-ampec y3ma cetn paBen 108.5.18.167, 3HaueHne Macku ais STol cetu - 255.255.252.0. Kakoe makcumansHOe
YHCIIO CETEeBBIX UHTEP(HEIICOB MOXKET OBITh B ATOM ceTH ?

OTBeT

0) yacth 2. Bonpocsl 3 cniucka TeKyliei aTTecTalui, BbIOMpaemMble CIIy4aiiHBIM 00pa3oMm.

Tect 1. MoaesmpoBanne KOMIIBIOTEPHBIX CeTeH
Bompoc |
Kakoii mpoToxo:1 mo3BossieT KOMIbIoTepaM aBTOMaTH4YecKH moixy4ars [P-ampec ?
© DHcp
RIP
FTP
ARP
SMTP

Bompoc 10
Kaxoe ycTpoiicTBO Ha3bIBalOT MHOTONOPTOBBIM IIOBTOPHUTEIEM ?

~

KOMMYTaTop
MapIIpyTH3aTop
KOHIIGHTPaTOp
MOCT

IITI03

Bonpoc 11
o xaxol TMHUK IPOUCXOAMT Mepeadya CUrHaa o MeTony "Touka-Touka" ?

—~
[

BUTas napa
—~
!

KOaKCHaJIbHBIN KaOelb



OIITOBOJIOKOHHBIN KaOeib

Bonpoc 12
B kakoii TOrmosoruu BEIXOJ] U3 CTPOSI OJHOTO Y3J1a CETH HE MOBJIHSET Ha PadOTy CETH B LIEIOM ?

=
-
-

3Be3/1a
oO1as mrHa

KOJIBIIO

Bompoc 13
Kakue (yHKIMM HE MOKET BBINOJIHATH KOHIIEHTPATOp ?

=
-
-

YCHUIICHUE CUTHATA
pacupeneeHre CUrHaia 1o CeTH
pereHepanys CUrHaia

¢uIbTpanus ceTeBoro Tpapuka

Bonpoc 15
Kakwne ypoau Mozmenu OSI ABISIOTCS ceTe3aBUCUMBIMU ?

¢busndeckuit
KaHaJbHBIN
CeTeBOM
TPaHCIOPTHBIN
CEaHCOBBIN

NIpeACTaBUTEIbHBII

[ [ A R R B R

MIPUKJIaTHON
Bompoc 16
CKOJIBKO XOCTOB MOYKET IMETh CETh, KOTOpasi UMeeT 3HaueHne Macku 255.255.192.0 ?

16384

1024
Y2048
Y4096
Y8192
Bompoc 2

Kakoii mpoToKOII MO3BOJISET MapIIPyTH3ATOPAM JHHAMHYECKH OOHOBIIATH MAPIIPYTHYIO HH(pOpMAaIuio ?

“ Rip
“ pop3
©TCP
DHCP
© smTp
Bompoc 3
Kaxoii mpotokon npeaHazHadex st npeodpazosanus [P-agpeco B MAC-aapeca ?
© ARP
" RIP
" DHCP
" TCP
“ lemp

Bompoc 4



Kakue u3 HUKCIICPCUUCICHHBIX np06neM MOXKET YCTPAaHUTh KOHICHTPATOP ?

I 0O0JIBIIIOE KOJIMIECTBO y3JIOB

-
-
-

OTCYTCTBHUE KaOEeIsI JOCTATOYHON JTHHBI

HECOBMECTHMOCTH 000PYIOBaHHSA

CIIAIIIKOM OOJBIION Tpaduk ceTu

BOIIpoOC 5

Kakyro MeTpHKy HCIIOJIB3yeT JUIsl HaX0XKIACHUS JIy4ILIero IyTy mpoTokoi RIP ?
© KOJHYECTBO HEPEX010B

MIPOIYCKHAs CIIOCOOHOCTH

-
CTOUMOCTh
-
3a7epKKa
tﬂ
aJIMUHICTPATUBHOE PACCTOSHHE
Bompoc 7

Kax pacmpocTpaHstoTcsi CUTHABI 110 CETH ¢ ToToIoruei "odmas muHa" ?
CHUTHAJI BCETa IBMYKETCS] B 000MX HAMPABICHUAX OT HCTOYHHUKA
CUTHAJ BCET/ia IBIKETCS B OJTHOM HAIPABICHWU OT UCTOYHHKA

CHUTHAJI BCET/Ia ABMKETCS B OJTHOM HANpaBJICHHH OT UCTOYHHUKA, [IPH ATOM HAYasa0 ¥ KOHEI[ TyTH COBIAIal0T
BOIpocC 8§

Urto Hcnoap3yeT MapIIpyTH3aTOp IS BRIOOPA MyTH CICIOBAHUS ITaKeTa ?

o

Ta0nuIla MapIIpyTU3aluu
tabnuna ARP

aapecHas Tabiuia

TabIuIa KOMMYTalluu

RS B B

TabIuIa BEKTOPOB

Bonpoc 9
Ecnu cereBast wacTp IP-afpeca oTripaBuTeNs U MoJydaTessi HE COBNAAAIOT, TO JUIS OTIPABKH IaKeTa Ha/l0 UCIIOIb30BATb ...

MapIIPYyTU3aTOP
~

KOMMYTaTOp
-

KOHIIEHTPATOP
c

MOCT
t‘“' .

CrieaJIbHBIN MPOTOKOJI
Bonpoc 14
BepHo 51, 4TO IpH YBENIWYEHUH JUIMHBI MAaCKH CETH YMEHBIIIAETCS KOJIMYECTBO Y3JI0B 3TOH ceTH ?
C Bepuo

Hegepno

Tect 2. AHaIu3 TpauKa KOMINBIOTEPHOI CeTH

Bompoc 1

VYkakure ocHOBHOe Ha3HaueHue ¢pyHkimu Expertlnfo:
oToOpakeHHe NepexBadeHHBIX MTAKETOB 110 IPYIIIaM;

cOOpKa MaKkeToB OJTHOU CECCHUH;

2

c60p1<a CTAaTUCTHUKHU I10 IPOTOKOJIAM;

~

oroOpaxkeHHe HH(POPMAIMK 00 YyJYaCTHUKAX CBSI3H;



Bonpoc 10
VYxaxxure HazHaueHue rnpotokoia DHCP :

I JUIsl aBTOMaTH4ecKkoro nony4enust IP-agpeca u Apyrux napameTpos;
It ipeoOpazoBanus |P-aapeca TpaH3UTHBIX TTAKETOB;
TS Tiepenavn (aiios;

JUTS Tiepeiayn nHPOpMaul 06 omuodKax B qeTarpaMmax;
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JJI MapmIpyTU3alnuy Iak€TOB JaHHBIX,

Bomnpoc 11
VYxaxkure HazHaueHue npotokoia NAT :

-

IULsL aBTOMaTH4YecKoro noiydernus IP-anpeca u npyrux napamerpos;
Ut mpeoOpaszoBanus IP-anpeca TpaH3UTHBIX TAKETOB;
JUTs Tiepenavn (aiios;

JUTS Tiepeayn HHPOpMaul 06 omuodKax B qeTarpaMmax;

171 71T

JJI MapmIpyTHU3aluy Iak€TOB JaHHBIX;

Bompoc 12

Juarpamma FlowGraph ...
Jas

0TOOpaXKaeT UCTOPHIO OOMECHA MAKETaAMU;

MO3BOJISET TIOCTPOUTh CTATUCTHUYCCKHUIA TPpa(UK 110 3aXBAUYCHHBIM JIAHHBIM;
c

~

MO3BOJISIET TIOCTPOUTh CTATHCTHYECKUH IpadrK 10 yKa3aHHOMY MOJIb30BaTENIEM MTPOTOKOIY;
I03BOJISIET TIOCTPOUTH CTATHCTHYECKUIT rpadUK MO YKa3aHHOMY I10JIb30BaTENIEM Y31y CETH;
Bonpoc 13
K kakomy Ty otHocutcss MAC-anpec 01-80-C2-00-00-08, 3amucaHHBIi B KAHOHUYECKOH HOTAINH ?
- IPYIIIOBOM;
WHIUBHyaIbHbII;

JIOKaJIbHBIN;

LIEHTPaJIN30BAHHBIN;
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IIMPOKOBEIIATEIbHBIIN:

Bompoc 14
Hentpanuzoannsrit MAC-agpec cereBoro nHTepdeiica Ha3HAYaCTCS ...

-

IIPOU3BOAUTCIIEM O60pyZ[OBaHI/I$I;
AAMUHUCTPATOPOM CCTH;

PYKOBOJUTENIEM OpTaHHU3aIIIH;

1 71T

TI0JIb30BATEJIEM KOMIIBIOTEPA,

Bompoc 15
Jlokanbubeiit MAC-anpec cereBoro uatepdeiica He Ha3HAYACTCS ...

-

IIPOU3BOAUTCIIEM O60pyZ[OBaHI/I$I;

AAMUHUCTPATOPOM CETHU;

-

PYKOBOAUTEJIIEM OpraHU3alnuu;

-

TI0JIb30BaTENIEM KOMITBIOTEPA;

Bompoc 16

Ha xaxom yposre mozenu OSI ucnons3yrorcs MAC-anpeca ?
¢busnyeckui;
KaHaIbHBII;

CETEBOI;



TPaHCIIOPTHBIN;

TIPUKJIATHOM;

Bompoc 2
Vxaxure HazHauenue Gpynkunu Protocol Hierarhy :

'

oToOpaXkeHHe NepeXBaYCHHBIX TAKETOB 0 IPYIIIaM;
cOOpKa MMakeToB OHOM CECCHH;
cOOpKa CTaTUCTHKH 110 IPOTOKOJIAM;

oToOpakeHNe HHPOPMALUH 00 YIaCTHUKAX CBS3H;

Bompoc 3
Vxaxure HazHauenue Gpyunkuuu Follow (TCP|UDP|SSL) Stream :

'

oToOpaXkeHHe NepeXBaYCHHBIX TAKETOB 0 IPYIIIaM;
cOOpKa IMaKkeToB OHOM CECCHH;
cOOpKa CTaTUCTHKH 110 IPOTOKOJIAM;

oToOpakeHNe HHPOPMALIUU 00 YIaCTHUKAX CBA3H;

Bonpoc 4
Vkaxkute HazHaueHue MeHro Statistics -> Conversations :

oToOpakeHHE MepeXxBaYCHHBIX MTAKETOB 110 IPYIIaM;
cOopka NakeToB OJJHON Ceccuy;
cOopKa CTAaTUCTHKH 10 TPOTOKOJIAM;

0TOOpakeHHEe HHPOPMALIUU 00 YUACTHUKAX CBS3H;

BOIpOC 5
VYxaxure HazHaueHne Gpyukmun 1O Graphs :
—
L (v
MO3BOJISIET IOCTPOUTH CTATHCTHYECKUH rpadyK M0 3aXBaUCHHBIM JIAHHBIM;

~

TIO3BOJIACT NIOCTPOUTH l"pa(bI/IK MO UHTCHCUBHOCTHU CE€TCBBIX IIPOTOKOJIOB;

~

TIO3BOJIACT MOCTPOUTH CTATUCTUYECCKUC Fpa(i)I/IKI/I IO 3aXBAYCHHBIM JJAHHBIM U I10 HHTCHCUBHOCTH CCTCBBIX
IIPOTOKOJIOB;

I

BEPHLBIC BApUAHTBI OTBETA OTCYTCTBYIOT,

BOMpOC 6
Kaxwe rpymmsl nakeToB mojaaepxkusaet Gpynakims Expertinfo ?

I Errors;
Warnings;
Notes;

Chats;
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BCC NPCAJIOKCHHBIC BaApHUAHTDI;

Borpoc 7
Kaxue u3 nepedncieHHbIX MPOTOKOJIOB SIBIISIOTCS CITYKEOHBIMU ?

ICMP;

ARP;

DHCP
RS232

IP;

UDP;

Fast Etherbet

N R R R



BOMpoc 8§
VYxaxxure HazHaueHue npotokoia ICMP :

I 1L aBTOMaTH4YecKoro noiydenus IP-anpeca u npyrux napamerpos;
I Ut ipeoOpazoBanus |P-agpeca TpaH3UTHBIX TTAKETOB;
I TS Tiepenavn (aiios;
I JUTS Tiepeiayn HHPOpMauu 00 omuodKax B IeHTarpaMmax;
I IUIsL MapLIPYTH3aLU¥ TAKETOB JaHHBIX;
Bompoc 9
Kakue nporpammsl ucrons3ytot npotokoi ICMP ?
L ping;
I tracert;
I ipconfig;
I netstat;
I arp;
Tect 3. AHau3 Tpadguka ceTeBbIX NPOTOKOJI0B
Bompoc 13

VYkaxxure 3HaUCHHS aAPECHBIX Hosel B HagansHOM 3anpoce DHCP-kiueHTa pyu AMHAMHYECKOM Ha3HauYCHHUH a/IpecoB
DHCP-cepBepom:

-
IP-anpec naznauenuss OTBeT 1‘ J

-
IP-anpec ucrounuka OTBET 2| J
Bompoc 9

Vkaxunre TIPOTOKOJIbI, UMCHOIINC YKA3aHHbBIC CBOIICTBA. O,Z[I/IH IIPOTOKOJ MOKET UMETh HECKOJIBKO CBOICTB.

DNS OTtBeT 1|

DHCP Ortser 2‘

ARP OTtBeT 3‘

Ethernet OtBer 4‘

802.11 OrtBer 5‘

Ll L L ] L

DHCP Orser 6‘

Bonpoc 1
Kakue n3 nmepednciieHHbIX MPOTOKOIOB OTHOCATCS K KaHAJIbHOMY YPOBHIO 7

Ethernet
802.11
DNS
Token Ring
UDP

STP

ICMP
SMTP

IP

[ (R R A R R B B

Bonpoc 10
Kaxoii mpotokos uaMeHsieT 3nadeHue napamerpa TTL ?



IP

Ethernet
" ICMP
" DHCP
©802.11
Borpoc 11
Kaxkoii u3 YKa3aHHBIX MTPOTOKOJIOB UMECT MaKCUMaJILHBIN YPOBEHb MHKAIICYJIALNU ?
C Ethernet;
oy
* TCP;
' SMTP;
“ upp;
Bompoc 14

Ckonbko Hamo uMetb DHCP-cepBepoB iist 00CTy)KMBaHUS CETH, Pa3ICIICHHON ABYMS MapIIpyTH3aTOpamMu ?
I oauH, npu Hanuuuu DHCP-areHTos;
hi:

OJI1H,

TpH;

YCTBIPC,
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Bompoc 2
Kaxwue U3 mepednciIeHHBIX IPOTOKOIOB OTHOCATCS K CETEBOMY YPOBHIO ?

RIP

802.11
DNS
Token Ring
UDP

STP

ICMP
SMTP

IP

[ (R R A R R B B

Bonpoc 3
Kakue n3 nmepedncieHHbIX MPOTOKOIOB OTHOCATCS K TPAHCIIOPTHOMY YPOBHIO ?

Ethernet
TCP

DNS
Token Ring
UDP

STP

ICMP
SMTP

IP

[ (R R A R R B B

Borpoc 4
Kakue n3 nmepevrcieHHbIX MPOTOKOJIOB OTHOCSATCS K IPUKIIAJHOMY YPOBHIO ?



POP3

TCP

FTP

Token Ring
UDP

STP

ICMP
SMTP

IP

I [N O A R R N B B

BoTpoOC 5
Ha ocHoBe kakoii 6ubnuotexu padoraetr WireShark ?

“ pcap;

" OpenDPl;
TShark;
Boost;

PCAD;
BOMpoC 6
B ananuzatope WireShark ycranosnen ¢punstp "ip.addr==10.0.0.5". Uro OyaeT BHIBEJCHO B OKHO 3aXBaYCHHBIX MTAKETOB ?

C BCE MAKEeThl, B KOTOpBIX BeTpeuaeTcs [P-agpec 10.0.0.5;

BCE MAKEThI, B KOTOpBIX He BcTpevaercs [P-agpec 10.0.0.5;

BC€ MaKeThl, y KoTopbixX [P-anpec nonyuarens pasen 10.0.0.5;
BCe MakeThl, y KoTopbix IP-anpec ornpasurens pasen 10.0.0.5;
BCE ITAKETHI C ITMPOKOBEIATEIHHON PaCCHIIKOH;

Bormpoc 7
B IP-nmakere B mone "JIyinHa 3aronoBka" Haxoautcs 3HaueHue 0xS. Uemy paBHa AjuHa 3aroioBka ?

—
‘I

20 GaiiToB;
4 Gaiira;

8 Oaiira;

5 0aliToB;
16 GaiiToB;

80 OaiiToB;

BOMpoc 8
OcHoBHOe HazHayeHue nporokosna ICMP - 3to :

C nepenadya cooOuieHnii 06 ommuoOKax u JPYrux UCKIIOUUTEIHHBIX CUTYAIHSIX, BOSHUKAIONIUX MIPH Mepeaaye TaHHbIX;
MPOBEPKA HAJIMYUS CBA3U C YKA3aHHBIM Y3JIOM CETH;

peanu3anys alropuTMa MnoKpbIBarOIIEero AepeBa;

obecrieueHre HaJe)KHOH Mepeaadu JaHHBIX MEXKTY y3JIaMHu CeTH;

KOHTPOJIb OMMOOK Ha KaHAIBHOM YPOBHE;

Bonpoc 12

Mosxet nu IP-anpec KoMIbIOTepa H3MEHATHCS ¢ TeueHHneM BpemeHu ? OtBer
Tect 4. IIpoTOKO0JIBI 3JIEKTPOHHOM MOYTHI

Bompoc 11
VYkaxkure Mo4ToBbII IPOTOKOJ, COOTBETCTBYIOIIMI 3aJaHHBIM CBONCTBAM:



HCTIONB3YeTCs MOYTOBBIM KIMEHTOM IS iepeiadyn muchbMa Ha cepsep Otser 1 ‘

HCIOJIB3YETCA IMMOYTOBBIM KIIMEHTOM JUUIA IMOJTYUYCHUA ITUCbMa C CEPBEPaA OtBeT 2‘

MIPY TOJIYYICHNH ITOYTHI MICEMO TIepeMenIaeTcs ¢ cepBepa Ha ket  Otser 3 ‘

Ll L L L

P MTOJTY9IEHUH TOYTHI IINCHMO KOIMPYETCS C CEpBEpa Ha KIHMEHT Otser 4‘

Bompoc 12
VYkaxkxure HoMep NopTa, UCHOIb3yEeMOr0 YKa3aHHBIMU IPOTOKOJIaMHU:

-

SMTP Orser 1

POP3 Otser 2 j"
IMAP Ortser 3 j"

Bompoc 13
VKaxuTe 04epeTHOCTh ATATIOB OTIPABKU MUChMa 110 aapecy adrl@mail.ru B cxeme ¢ BbIICICHHBIM TOYTOBBIM CEPBEPOM:

obparenve k ciryx6e DNS 1ist mosrydeHust IMEHH [TOYTOBOTO cepBepa goMena mail.ru Ortser 1

e

obparenue K ciayx6e DNS mist noyuenus [P-anpeca nouroBoro cepsepa momena mail.ru  Otser 2

ycraHosneHue TCP-coequnenust c SMTP-cepsepom Ortger 3

e

nepenaya nucbMa OtBet 4
Bompoc_1

Kakwne xomanape! mpotokoia SMTP sBnstoTcst 00s3aTeNbHBIMA ?

MAIL

QUIT

RCPT

EHLO

HELP

DATA

I I R R

Bonpoc 10
SMTP-pacumpenne BITMIME no3Bosnser. ..

HCIIOJIB30BaTh 8-6I/ITHI)Ie CHMBOJIBI B KOMaHIaX U B 3aroJIOBKEC,
HCIIOJIb30BATh 8-OUTHBEIE CHMBOIIBI TOJIBKO B TEJI€ COOOIIEHHS,

HCIOJIB30BATh 8-OUTHBIE CUMBOJIBI B 3aT0JIOBKE U B TEJIE COOOILIEHUS.

Bompoc_14

Kaxoii TCP-opt ucnons3yer POP3-cepsep ?
“ 25

“ 110

© 143

“ 80

“ 23

BoTIpoC 2

Kakas komanga unearupummpyetr SMTP-knnenta na SMTP-cepsepe ?
“ mAIL

“ EnLO

“ RrepT

“ AuTH

~

HELP



BoIpoc_3
Kakue nporoxosnsl ucronsdyer SMTP-ximent ais pabotst ¢ SMTP-cepeepom ?

" smTP
DNS
DHCP
ICMP
IMAP
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Bompoc_4
Kakoit TCP-nopt ucnonssyer SMTP-cepsep ?

25
110
143
80

23

Bompoc_6

W3 oTBera Ha KaKylo KOMaH/y KIIUEHT Y3HAET O JOMOJHUTENbHBIX (GYHKIHUAX, KOTOPBIE OH MOXKET UCIIOJIL30BATh MPU
OTIPaBKe COOOMICHHS ?

“ EHLO
QUIT
RSET
HELP
FUNC

Bompoc_7
Kaxoe konnuecTBo aprymenToB npuHumaet komanaa RCPT ?

o OJWH
JABa
TpH
APryMCHTBI OTCYTCTBYIOT
Bomnpoc_8
Kakwue pacmmpenns SMTP ucnons3yrotes 11 6e30macHON nepeaadn coooueHui ?
" AUTH
STARTTLS
DSN

BINARYMIME
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Bompoc_5
MosxHo Jin ¢ momoinko SMTP mpoTokosia monyunts coobuierus ¢ SMTP-cepBepa? (na/Her)

OTBeT

Bompoc 9
Bepno s, uto SMTP-cepBep Bcerna sBnseTcs KOHEYHBIM ITyHKTOM Ha3HA4EHUS I COOOIeHNS 7

) Bepuo

Hegepno



